
Artificial Intelligence,
Facial RecognitionTechnology

and Data Privacy

WP-DP-AIFRT-01



INDEX

03

04

05

06

07

07

07

10

10

11

12

15

15

17

17

18

Abstract

Introduction

How Facial Recognition Technology Works

Public Safety

Sanctions

Public and Private Uses of AIFRT

AIFRT struggles in crowds, low light

Beauty

Medicine

Finance

Mobile Devices

3. Legal requirements

Processing also has to be fair, as well as transparent

UKGDPR Article 9 – Special categories of data

Rights of the data subject

Automated Decision-Making and Profiling



Page 03 of 20WP-DP-AIFRT-01

Abstract

Artificial Intelligence, Facial Recognition Technology 

(AIFRT) will change the way we all relate to the world 

around us. The questions AIFRT raises challenge 

existing ideological questions. Economy’s around the 

globe and society are changing; therefore, everyone 

must be ready to embrace change. For the UK to meet 

its potential and lead the world in shaping the future 

for society, AIFRT policy must be committed to for the 

long-term, agreed by consensus and informed by views 

on all sides. This article considers the United 

Kingdom’s General Data Protection Regulations, the 

Data Protection Act 2018, The Privacy and Electronic 

Communications Regulations 2019, whilst reviewing 

potential conflict of Global Privacy laws against 

innovation and society improvements.

Artificial Intelligence, Facial Recognition Technology and Data Privacy
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Introduction

AIFRT is a growing part of many people’s lives and businesses. It is important the public are aware of how and 

when artificial intelligence is being used to make decisions about them, and what implications this will have for 

them personally. Therefore, clarity and greater digital understanding, will help the public experience the 

advantages of AI, as well as to opt out of using such products should they have concerns. The AIFRT Industry 

should take the lead in establishing voluntary mechanisms for informing the public when AIFRT is being used 

for significant or sensitive decisions in relation to consumers and their purchasing requirements.

The capabilities of AIFRT now and in the future will create widespread and substantial benefits, ranging from 

increased convenience in daily tasks to broad societal benefits, resource allocation, and education. However, 

such technological innovations raise important issues, including questions about the tension between AIFRT 

and existing laws and norms for data protection. As a result, we have both an opportunity and an obligation to 

develop principles, best practices, and other tools to encourage responsible data management practices, 

respect and even bolster data protection, and remove unnecessary roadblocks for the future development of 

these innovative technologies.

AIFRT is reality and part of our everyday lives—it is not science fiction. From virtual assistants, to our phones 

suggesting words when typing, to emotion recognition which is currently a significant area of growth in AI 

development, and a number of facial recognition companies have claimed that their systems have achieved 

human or near-human levels of emotion recognition. Believe it or not, AIFRT is here and here to stay.

AIFRT expands on the ability in some settings to make non-personal data identifiable in two ways. First, it 

facilitates the demand for more data, for example, from the sensors in cell phones, cars, and other devices. 

Second, it provides increasingly advanced computational capabilities to work with collected data. Facial, gate, 

fingerprint, and other forms of biometric recognition technologies provide an apt example: they collect 

thousands of discrete, nearly meaningless data points and then combine them in a way to provide reliable 

identification of individuals.

A key development is the use of biometric data, including databases of facial images, in conjunction with 

AIFRT. The technology has been available for some time but the ability of the technology to be linked to 

different online databases, with mobile and fixed camera systems, in real time, greatly increases its reach and 

impact.
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How Facial Recognition Technology Works

AIFRT functions on very basic principles. It is a biometric piece of software that utilizes a unique algorithm to 

identify with facial features of everyone in a digital image and pinpoint certain patterns.

For instance, in the case of Facebook, each facial recognition exercise invoked on a digital image entails in 

pinpointing certain elements of one’s face. The algorithm tends to evaluate the distance from one person’s 

mouth to their nose, nose to eyes, mouth to eyes, etc. In doing so, it can also predict more easily over the 

course of time, certain patterns and ultimately, authenticate the identity of an individual. Facebook’s facial 

recognition technology has a 97% accuracy rate of authenticity.
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Public Safety

Sylvester Stallone, going through DeepFace’s forward-facing algorithm. Notice how the slight tilt/angle in (a) 

is corrected in (g). (d) is the “average” forward-looking face that is used for the transformation. Ignore (h), it’s 

unrelated.

The complexities of machine learning aside, Facebooks DeepFace, (when comparing two different photos of 

the same person’s face), can verify a match with 97.25% accuracy. Humans, performing the same verification 

test on the same set of photos, scored slightly higher at 97.53%. DeepFace isn’t impacted by varied lighting 

between the two photos, and photos from odd angles are automatically transformed (using a 3D model of an 

“average” forward-looking face) so that all comparisons are done with a standardized, forward-looking photo.

There may be significant public safety benefits from using AIFRT — to enable the Police to apprehend 

offenders and prevent crimes from occurring. But how facial recognition technology is used in public spaces 

can be particularly intrusive. It’s a real step change in the way law-abiding people are monitored as they go 

about their daily lives. There is a lack of transparency about its use and is a real risk that the public safety 

benefits derived from the use of AIFRT will not be gained if public trust is not addressed.

A robust response to the many unanswered questions around AIFRT is vital to gain this trust. How does the 

use of AIFRT in this way comply with the law? How effective and accurate is the technology? How do forces 

guard against bias? What protections are there for people that are of no interest to the police? How do the 

systems guard against false positives and the negative impact of them?

A key component of any AIFRT system is the underlying database of images the system matches to. The use of 

images collected when individuals are taken into custody is of concern; there are over 19 million images in the 

Police National Database (PND) database. Public departments must provide consideration to the 

transparency and proportionality of retaining such images as a separate issue, particularly for those arrested 

but not charged for certain offences. Again, this will require a DPIA to be completed to identify risks 

associated with the database.

For the use of AIFRT to be legal, the police forces must have clear evidence to demonstrate that the use of 

AIFRT in public spaces is effective in resolving the problem that it aims to address, and that no less intrusive 

technology or methods are available to address that problem. Although strengthened data protection laws 

require organisations to critically assess the risks of using new and intrusive technologies, particularly 

involving biometric data, in a DPIA.

AIFRT by law enforcement should be a priority for the UK government to review before it gets too big. Any 

government which uses AIFRT should ensure the right protections are in place for the public.
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Sanctions

EU businesses should be concerned if police see a business' surveillance cameras filming public areas. In 

January 2019, the EU's first GDPR fine for CCTV, was imposed on a betting shop for filming public areas with 

its security cameras goes to Austria. The DSB stated that the betting shop committed four separate privacy 

violations:

1.  Two security cameras located at the shop’s entrance monitored a public parking lot and traffic areas,              

       recording people passing by and vehicles’ license plates.

2.  The cameras were not registered with authorities.

3.  Video surveillance footage was kept for an indefinite time period with no justification provided. (Austrian 

      privacy law requires legal justification for any video surveillance storage lasting longer than 72 hours.)

4.  There was no public sign indicating that video surveillance was being used.

For the GDPR violation, the shop was fined 2,400 euros. The other three, non-GDPR violations received fines 

of 800 euros each, as laid out by previous Austrian privacy law. The total in fines was thus 4,800 euros. A 10% 

legal fee was added, bringing the total to 5,280 euros.

Public and Private Uses of AIFRT

The remarkable developments in AIFRT applications have led to considerable use of AIFRT in public and 

private sectors. As the UK House of Lords noted in its recent AI report, “AI is a tool which is already deeply 

embedded in our lives.”

As a operational tool that can enhance any decision-making process, AIFRT enables subject matter experts in 

every sector to deliver improved services and make unprecedented breakthroughs. AIFRT technologies 

facilitate commercial interactions and a trend towards all types of personalized services and products, which 

are much demanded by consumers and citizens, such as travel management, shopper recommendations, and 

targeted advertising, as well as societal advancements in healthcare diagnosis and treatment, personalized 

education, and efficient use of resources. The benefits of AI span across a multitude of sectors, including 

healthcare, marketing, legal services, automotive, human resources, sustainability, agriculture, 

entertainment, cybersecurity, law enforcement, military, and education. Rather than providing an expansive 

catalogue of the benefits of AI in each of these sectors, this section will provide an overview of the changes in 

some of the main sectors influenced by emerging AI technologies.

AIFRT struggles in crowds, low light 

South Wales police have been given £2.1m by the Home Office to test AIFRT, but so far it gets it wrong 91% of 

the time. It was used at a festival to celebrate Elvis, a Kasbian concert in Cardiff, a royal visit by Prince Harry 

and a Liam Gallagher concert, among other deployments.

On 31 occasions police followed up the system saying it had spotted people of concern, only to find they had 

in fact stopped innocent people and the identifications were false.
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Meanwhile, academics at Cardiff University's Crime and Security Research Institute in 2018 published a 

report into South Wales Police's use of AIFRT. Although not fully condemning the deployment of the system, 

it concluded there needed to be "considerable investment" and changes to police procedures if it was to 

generate consistent results. The main assessment was of the technology itself – its false positive rate, the way 

the hardware and software worked and how officers interacted with it.

Cardiff University's Crime and Security Research Institute found, when used in real-time to scan against a 

watch list of 600-800 people, South Wales Police's kit returned true positive rates of just 3 per cent during its 

use between June and October 2017. When the algorithm was updated in October 2017, 26 per cent of 

matches between October 2017 and March 2018 were true positives.

However, the system "was observed struggling with large crowds by freezing, lagging and crashing when 

frames were full of people", which Cardiff University's Crime and Security Research Institute described as 

"disappointing". It also struggled in low-light conditions; when daylight faded, the cameras compensated by 

increasing ISO levels, which increased noise and made it harder for the system to detect and analyse faces.

Meanwhile, in 68 per cent of the cases that aimed to use AIFRT to identify unknown people by comparing 

them against 450,000-plus images in the police custody database, the unidentified image wasn't good enough 

for the system to work. In those that were good enough, 73 per cent generated a possible suspect – something 

that is signed off on by an operator – when using the new algorithm; that was up from 20 per cent with the 

older one.
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The report also noted that hardware configuration was an important element of overall performance, as the 

system "can be quite demanding in terms of its processing power requirements". Over the course of 

deployments, the operators had to lower settings for "faces per frame" and "frames per second" in order to 

improve performance by reducing the load on the hardware.

The use of facial recognition CCTV has drawn sharp criticism from civil rights groups. A report by the Daily 

Mail published a report in May 2018 claiming that it had picked the wrong person nine times out of 10, the 

police used AIFRT technology, whereby computer databases of faces are linked to CCTV and other cameras, 

was used by the Metropolitan police to spot people on a mental health watch list at the 2017 Remembrance 

Sunday event in London. 

It is extremely unlikely that police attempts to harness the power of facial recognition will cease as officers 

believe the benefits are potentially massive.

The ability, as police see it, to track suspects anywhere there is a camera, offers a big leap in crime fighting 

ability from finding vulnerable people or missing persons, to hunting terrorism suspects or keeping track of 

one-time suspects for whom there are not the resources to keep under surveillance by officers.

An Italian legislator is requesting more information about the facial recognition system recently introduced 

for use by Italian police, which draws on a database of 16 million mugshots, or roughly one in three Italian 

adults.

Five Star Movement MP Federico D’Inca has filed a question in parliament requesting details about SARI 

(Automated System for Image Recognition), which was officially launched after an eight-month trial in July 

2018. Former MP Stefano Quintarelli questioned the system’s mandate on social media, but police and the 

Italian Data Protection Authority have said SARI simply extends the utility of its AFIS system from 

fingerprints to facial biometrics.

Of the 16 million people in the database, 7 million have been stopped repeatedly by police, while the other 9 

million have had their picture taken once by police. Law enforcement officials’ responses have not yet been 

delivered in the Italian parliament.

Biometric retention policies are also increasingly under scrutiny, as more facial recognition systems are 

deployed for law enforcement applications, as the Northern Ireland police agree to publish biometric data 

retention policy following the decision to retain the data, and the process behind it, violated Article 8 of the 

European Convention of Human Rights, which protects the individual’s right to private and family life.

AIFRT in Marketing:

Basically AIFRT has changed the nature of marketing and is more and more on the minds of marketing 

managers. AIFRT increasingly allows brands to customize campaigns. Already, such companies such as Tesco, 

Google and Facebook are using the technology. A patent published by Apple shows how the company has 

investigated the possibility of using facial recognition as a security measure for unlocking iPhones.

Within this context, marketers are trying new experimental methods, with some interesting results and 

lessons. Such innovations cross multiple industries and often combine elements of mobile, local and/or social, 

but they often share an element of personalization (i.e., making the marketing message about the individual, 

their friends, their photos, their location, etc.). One way of achieving a personalized marketing message has 

been through the use of AIFRT.

AIFRT is often associated with security and defense applications. However, elements of the technology 

consisting of facial detection and modeling are being used more widely in industries like medicine, beauty, and 

even finance.
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Beauty

In the beauty industry, facial modeling and simulation has been widely used for virtual makeovers and virtual 

product try-ons. An example of this is VOGUE’s Makeup Simulation application, which recently launched in 

Japan. This app lets users download and try on makeup from brands like Clinique on their own photo (with 

facial detection and modeling being used to create a photorealistic rendering of the makeup on the user’s 

image). Another example is Johnson & Johnson’s ROC Skincare, which recently launched a Skin Correxion 

Tool to simulate the effects of their anti-aging products.

Medicine

Throughout the beauty industry, facial detection and simulation is letting consumers interact with beauty 

products and brands on a more personal level. In the next few years, it would not be surprising to see 

interactive ads that use online photos to preview products (i.e., where each user is the model), or to 

recommend products based on the user’s custom profile.

In a similar way, facial recognition is making an impact on marketing for medical and dental clinics. Facial 

modeling of dental and cosmetic procedures is becoming more commonplace, giving doctors the ability to 

discuss potential procedures with patients in a more interactive fashion. An example of this is in the recent 

launch of the Restylane Imagine iPad app in Canada, where potential patients can preview the effects of 

Restylane on their own photo, or in a more likely scenario, doctors can show and discuss anti-aging 

procedures interactively on an iPad in the clinic. This digitization of clinics and medicine in general has only 

began to gain adoption and will likely continue at a faster pace going forward.



Finance
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The impact of facial recognition and modeling on finance may not be very clear, and so far there are very few 

examples to show. One recent example that garnered significant media and customer interest was Merrill 

Edge’s Face Retirement application, which was created  to entice customers to save for retirement.

The basis of the app was a study from Stanford University that argued that if people were shown a photo of 

their older selves, they would be more likely to think about their retirement. As you can see in the photo 

above, Merrill Edge uses facial recognition and modeling to take a user’s photo to show them how they would 

look at 50, 60, 70, and all the way to 100.

Although this is a relatively newer marketing campaign, early indications suggest it has been very successful 

in its quest to highlight the need to save for retirement.



Mobile Devices

Samsung recently introduced their La Fleur collection of mobile phones (versions of their popular mobile 

phones targeted primarily to women). These phones, aside from aesthetic design enhancements, include a 

collection of customized apps geared towards women. These include fitness and beauty tips apps, along with 

a facial cosmetics simulation app that lets people paint cosmetics on their virtual faces. This application has 

been widely used in the marketing for the La Fleur phones.

Facial recognition usage in mobile devices will certainly become more prevalent, from intelligence cameras to 

AIFRT, all of which will give a marketing edge to device manufacturers.
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AIFRT for Public Authorities:

The potential benefits for AIFRT applications to deliver more efficient government services and to assist 

public safety and security are expansive and have been implemented at international, national, and local 

levels. Internationally, AIFRT has been combined with drone footage to combat wildlife poaching and illegal 

logging in Uganda and Malaysia, and these technologies are expected to expand to other countries after 

achieving promising results. (ii) In the US, AFRTI has several applications to assist law enforcement, including 

fraud detection programs, traffic control programs, and algorithms to predict recidivism rates and flight risks. 

Using predictive crime analytics, AIFRT has been helped to efficiently deploy law enforcement to areas where 

crimes are more likely to occur at certain times. (iii) Other projects can be deployed at a more local level 

depending on community needs. For example, AI is helping to identify key people in social networks of Los 

Angeles, California’s homeless youth population to help mitigate the spread of HIV. (iv)
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The Ongoing Challenge for Data Protection:

Multiple human rights campaign groups have voiced their concerns about the accuracy of the technology used 

by law enforcement, such as Big Brother Watch, which presented a report to Parliament in May. About the 

same time, Elizabeth Denham wrote a blog post on the ICO website expressing concerns about the legality of 

the police's use of facial recognition software.

AIFRT, like all emerging technologies, presents challenges as well as benefits. While it is already assisting 

workers in many professions, AIFRT likely will reduce the need for workers in others. It may inadvertently 

introduce bias and new forms of discrimination, especially if the data used in AIFRT development only 

represents partial segments of the population or reflect existing societal bias. AIFRT will likely challenge 

traditional notions of urban and residential planning, which have large spaces dedicated to parking lots and 

garages. AIFRT may also raise important antitrust issues, particularly if the data necessary for development is 

concentrated in the hands of a few entities. Each of these important issues requires thoughtful attention, but 

they are beyond the scope of this paper because they are the subject of other bodies of law. 

Information that once seemed to be non-personal data now has the potential to be personal data, and data 

users and regulators alike are faced with the difficult task of determining which data should be the subject of 

regulation. Data protection laws apply when personal data is involved. Unfortunately, the line between what 

is “personal” and what is not has been substantially blurred by the correlations and inferences that can be 

made from aggregated data sets.

The UKGDPR introduces provisions to ensure that profiling and automated individual decision-making 

(whether or not this includes profiling) are not used in ways that have an unjustified impact on individuals’ 

rights; for example: 

A. The Scope of Data Protection Regulation: Personal Data

The UKGDPR says that profiling is automated processing of personal data for evaluating personal aspects, in 

particular to analyse or make predictions about individuals.  The use of the word ‘evaluating’ suggests that 

profiling involves some form of assessment or judgement about a person.

A simple classification of individuals based on known characteristics such as their age, sex, and height does not 

necessarily lead to profiling. This will depend on the purpose of the classification.  The UKGDPR does not just 

focus on the decisions made as a result of automated processing or profiling. It applies to the collection of data 

for the creation of profiles, as well as the application of those profiles to individuals. Other countries also 

broadly define personal data such as Brazil, Singapore etc. 

specific transparency and fairness requirements;

greater accountability obligations; 

specified legal bases for the processing; 

rights for individuals to oppose profiling and specifically profiling for marketing; and

if certain conditions are met, the need to carry out a data protection impact assessment. 



3. Legal requirements

Processing also has to be fair, as well as transparent
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Article 5(1) (a) - Lawful, fair and transparent Transparency of processing5 is a fundamental requirement of the 

GDPR. 

The process of profiling is often invisible to the data subject. It works by creating derived or inferred data 

about individuals – ‘new’ personal data that has not been provided directly by the data subjects themselves. 

Individuals have differing levels of comprehension and may find it challenging to understand the complex 

techniques involved in profiling and automated decision-making processes.  

Under Article 12.1 the controller must provide data subjects with concise, transparent, intelligible and easily 

accessible information about the processing of their personal data.

Once AIFRT has been considered proportionate and there are legitimate grounds to implement such system, 

all obligations set out in the data protection regulations shall apply, in particular the following:

Information duties: In compliance with the UKGDPR, the controller must provide to data subjects, precise and 

unambiguous information on

the processing of personal data, the purposes of such collection, and of the recipients of such information;

the identity of the controller; and 

the existence of the right of access to and the right to rectify the data concerning them, while it is true

that the exercise of the data subject rights cannot be addressed in practice, taking into account that that

face recognition systems could not have recording capabilities.

Profiling may be unfair and create discrimination, for example by denying people access to employment 

opportunities, credit or insurance, or targeting them with excessively risky or costly financial products. The 

following example, which would not meet the requirements of Article 5(1)(a), illustrates how unfair profiling 

can lead to some consumers being offered less attractive deals than others.

Sensitive data: It should be noted that the processing of biometric data could be linked to determine sensitive 

data, those with visual cues such as race or ethnic group. 

Impact assessment: Before the implementation of these systems, it will be necessary to carry out a Data 

Privacy Impact Assessment (DPIA), or at the very least a legitimate interest assessment (LIA) that is, a process 

in which the entity carries out an evaluation of the risks associated with a processing of personal data and a 

definition of additional measures designed to mitigate all associated risks.

UKGDPR Article 5(1) (b) Further processing and purpose limitation Profiling can involve the use of personal 

data that was originally collected for something else.



UKGDPR Article 9 – Special categories of data

Rights of the data subject
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To protect personal data and promote data quality, many data protection frameworks and regulations provide 

for storage limitation requirements. For example, the UKGDPR storage requirements permit “identification 

of data subjects for no longer than is necessary for the purposes for which the personal data are processed,” 

though personal data may be stored longer if it “will be processed solely for archiving purposes in the public 

interest, scientific or historical research purposes or statistical purposes.”  

This limitation is related to the purpose specification principle, as the right to store data ends when the 

purpose, and thus the user consent, no longer exists. It also relates to the data quality principle, as the French 

CNIL noted, because “data that is quite simply out of date will lead to errors or malfunctions of varying gravity 

depending on the sector in question, from the mere dispatch of targeted advertising that does not match my 

actual profile, to an incorrect medical diagnosis.” 

The underlying tension is that setting short retention periods and deleting data after its original purpose has 

been fulfilled would strap organizations and society of the potential benefits of using that data for AIFRT 

training and deployment. Yet, keeping data for longer periods or indefinitely “because it may be useful one 

day” would violate current data protection laws in the eyes of most regulators. 

Therefore, controllers should be able to clearly explain and justify the need to collect and hold personal data, 

or consider using aggregated, anonymised or (when this provides sufficient protection) pseudonymised data 

for profiling.

The UKGDPR introduces stronger rights for data subjects and creates new obligations for controllers. 

In the context of profiling these rights are actionable against the controller creating the profile and the 

controller making an automated decision about a data subject (with or without human intervention), if these 

entities are not the same.

Controllers can only process special category personal data if they can meet one of the conditions set out in 

Article 9(2), as well as a condition from Article 6. This includes special category data derived or inferred from 

profiling activity. 

Profiling can create special category data by inference from data which is not special category data in its own 

right but becomes so when combined with other data.  For example, it may be possible to infer someone’s state 

of health from the records of their food shopping combined with data on the quality and energy content of 

foods.



AIFRT, and the variety of data sets on which it often depends, only exacerbates the challenge of determining 

when data protection laws apply by expanding the capability for linking data or recognizing patterns of data 

that may render non-personal data identifiable. This is not a new discovery.

AIFRT expands on the ability in some settings to make non-personal data identifiable in two ways. First, it 

facilitates the demand for more data, for example, from the sensors in cell phones, cars, and other devices. 

Second, it provides increasingly advanced computational capabilities to work with collected data. Facial, gate, 

fingerprint, and other forms of biometric recognition technologies provide an apt example: they collect 

thousands of discrete, nearly meaningless data points and then combine them in a way to provide reliable 

identification of individuals.

Further complicating the role of personal data, identification may not be necessary for AIFRT to take action 

and make a decision. For example, the sensors in vehicles might be capable of collecting enough data about 

pedestrians to identify them, but identification would not be necessary to avoid hitting them. AIFRT only 

needs to determine that the object is a pedestrian; any personal data collected is not meant to identify a 

specific individual.

Resolving the scope of data protection law and principles in the rapidly changing context of AIFRT is not going 

to be easy, but it is essential to avoid burdening AIFRT with unnecessary regulatory requirements or with 

uncertainty about whether or not regulatory requirements apply. As Singapore’s Personal Data Protection 

Commission (PDPC) wrote in its recent discussion paper on AIFRT: “Governance frameworks around AIFRT 

should be technology-neutral and ‘light-touch’,” and should provide “regulatory clarity [for] developing AI 

technologies and translating them into AIFRT solutions.”  (v)  Clarifying the application of data protection law is 

also critical to ensuring that scarce resources are not wasted on protecting non-personal data that does not 

impact data protection, nor does it create risks and harms to individuals.
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Whether this additional processing is compatible with the original purposes for which the data were collected 

will depend upon a range of factors, including what information the controller initially provided to the data 

subject. These factors are summarised below:
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Article 6(1) (e) – necessary for the performance of a task carried out in the public interest or exercise of official 

authority Article 6(1) (e) might be an appropriate basis for public sector profiling in certain circumstances. The 

task or function must have a clear basis in law.  

Article 6(1) (f) – necessary for the legitimate interests  pursued by the controller or by a third party Profiling is 

allowed if it is necessary for the purposes of the legitimate interests pursued by the controller or by a third 

party. However, Article 6(1) (f) does not automatically apply just because the controller or third party has a 

legitimate interest. The controller must carry out a balancing exercise to assess whether their interests are 

overridden by the data subject’s interests or fundamental rights and freedoms.

the relationship between the purposes for which the data have been collected and the purposes of 

further processing; 

the context in which the data were collected and the reasonable expectations of the data subjects as to 

their further use; 

the nature of the data; 

the impact of the further processing on the data subjects;

the safeguards applied by the controller to ensure fair processing and to prevent any undue impact on 

the data subjects;

Data Quality, Access, and Correction:

As the challenge for AIFRT and transparency suggests, another concern with AIFRT and decision-making is 

data quality and the need for individuals to be able to identify and correct their data. AIFRT, like any 

data-driven technology, can be hindered by inaccurate, incomplete, or non-representative data sets, so by 

making decisions in a so-called “black box,” accuracy and fairness become a substantial concern.

When decisions are made using AIFRT, the complexity of an algorithm could be challenging to contest—even 

if some of the data points used to make the decision were incorrect. This is a concern for both AIFRT 

developers and privacy advocates. AIFRT developers would like to have the most accurate data possible to 

promote trustworthiness in outcomes, and individuals would like to ensure that the algorithm will not 

produce a negative outcome based on incorrect, incomplete, or insufficient data.

Retention Limitation. UKGDPR Article 5(1) (c) Data minimisation:

Opportunities created by profiling include, cheaper storage costs and the ability to process large amounts of 

information although this can encourage organisations to collect more personal data than they actually need, 

in case it proves useful in the future. Controllers must make sure they are complying with the data 

minimisation principle, as well as the requirements of the purpose limitation and storage limitation principles.  



Automated Decision-Making and Profiling
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The UKGDPR is distinctive among most data protection laws in that it specifically addresses profiling and 

automated decision-making and imposes special restrictions on certain forms of solely automated 

decision-making under Article 22.

Profiling is defined as “any form of automated processing of personal data consisting of the use of personal 

data to evaluate certain personal aspects relating to a natural person, in particular to analyse or predict 

aspects concerning that natural person’s performance at work, economic situation, health, personal 

preferences, interests, reliability, behaviour, location or movements.”  (viii) All of the UKGDPR requirements 

apply to profiling (as they would to any other form of processing). Article 21 of the UKGDPR, however, 

specifically mentions profiling with regard to the right to object.

Equally, all of the UKGDPR requirements apply to automated decision-making, though special rules exist for 

solely automated decision-making that produces legal or similarly significant effects on individuals. Article 22 

of the UKGDPR provides that an individual has the “right not to be subject to a decision based solely on 

automated processing, including profiling, which produces legal effects concerning him or her or similarly 

significantly affects him or her.” (ix) Article 22 reflects the risk based approach of UKGDPR, and subjects these 

significant legal or similar decisions to a higher compliance bar. It is driven by a concern for algorithmic bias, a 

worry of incorrect or unsubstantiated solely automated decisions based on inaccurate or incomplete data, 

and the need for individuals to have redress and the ability to contest a decision if an algorithm is incorrect or 

unfair. There is a concern that AI technology can reflect human biases when making decisions, impacting a 

person’s data. (x)
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The Article 29 Working Party has provided Guidelines on Automated Decision-Making (xi) that interpret 

Article 22 as a direct prohibition on such automated decision-making absent the existence of one of the three 

exceptions provided by Article 22(2). This interpretation limits further the number of legal bases that can be 

used for automated decision-making (covered by Article 22) and notably prevents the use of legitimate 

interest as a basis for processing when making such automated decisions. Many AIFRT applications would be 

more easily enabled by this basis of processing and may be undercut by its absence. An alternative 

interpretation of Article 22 and one that was a key theme of CIPL’s response (xii)  to the WP29’s draft guidelines 

on automated decision-making, is the right to be invoked approach.

Article 22 of the GDPR also gives rights to individuals to contest the decision and also seek human 

intervention and review. (xiii) The challenge these requirements pose to AIFRT are obvious, since one of its 

attributes in many settings is the ability to act without human intervention. Nevertheless, there is a concern 

that handing over full decision-making authority to a machine where its decisional output can produce legal or 

similarly significant consequences for an individual is potentially harmful and dangerous. Article 22 acts to 

limit such consequences by providing individuals with the right not to be subject to such automated 

decision-making and with recourse to human intervention under Article 22(3). 

However, it is crucial to understand what constitutes a “legal or similarly significant effect” to prevent stifling 

of AIFRT innovation and operation. The WP29 guidelines reflect this understanding by noting that “only 

serious impactful effects will be covered by Article 22.” (xiv) 
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